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Our Achievements ‘s)Bonree

“No.1 in China market share.” The only Vendor of China that has both
APM and AIOPS capabilities.

- IDC
- Gartner

A Benchmark Appraisal conducted in accordance with
the CMMI Institute’s CMMI 2.0 Appraisal Method 2.0
for Process Improvement, completed on July 2nd, 2021, appraised

£ Bonree
Bonree Data Technology Co.,Ltd.

R&D Centre

at Maturity Level 5

of the Capability Maturity Model Integration® DEV. v.2.0
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CMMI Institute Certified HM Lead Appraiser ID No. 0200153-01
@ sineQuaNon (Consulting) Pty Ltd

& cMMIInstitute Partner Beijing, July 2, 2021
L This certificate is valid from July 2, 2021 to July 1, 2024
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APM market share No.1 Capability Maturity Patents & Copyrights
in China Model Integration & I1SO
since 2022 Level 5 186+ certified




Our Customers
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The Challenges faced by IT Operation




The Complexity of Application Delivery Chain {OBonree

Code

Transaction

Browser Service

Internet

Network

Mobile

Performance problem can occur at any place of the entire application delivery
chain. Only with end-to-end, full-stack observability can we ensure complete
visibility, detecting problems and fixing the problem before users get impacted.




Our Solution: Bonree ONE QBonree
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Application Infrastructure Real User Intelligent
Monitoring Monitoring Monitoring Observability
(APM) (ITIM) (RUM) (AlOps)

Unified Intelligent Observability Platform




Overview of Bonree ONE {OBonree

Improve Troubleshooting Efficiency Optimize Application Performance

Enhance Application Resilience
ITOM DevOps BizOps

. 0 . . . . « Operation Monitoring

Infrastructure Monitoring (ITIM) Apps Performance Monitoring (APM) Real User Monitoring (RUM) . Capacity Monitoring
+ Inspection & Reporting

+ IDC/Hybrid/Public/On-Prem Cloud « Multi-Language support, Java, .NET, etc. .

« VMs, Containers, Kubernetes, etc. + Fully traces from user to code

« Compatible with Zabbix, Prometheus « Monitoring in real time

Multi-Client support, SDK, MP, WEB..
+ User Session Collection & Replay
+ Crashes, ANRs, Exceptions

+ User Operations Analysis
 Diagnostic Logs

» Automatic Upgrade

para SmartAgent ) OneTrace Zo Onelntegration
Bonree ON E &) out-of-the-box collect data Distributed tracing o

Ingest third-party data
Unified Intelligent

" @ Datalake (Zeus) @:ﬂ Swift Al & OneTopology
Observability Platform Engine of Federated query = Adaptive A.l Analysis Build entity model topology

@ Bonree Pilot
@ Self-Monitored
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At Quick Deployment ‘%penmemetry ‘t SmartAgent & ‘t Observability Level-Up
for Immediate Value ¢ A
Cross-platform & cloud-agnostic Full-stack monitoring from user to code

The most comprehensive observability data
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Public  On-Prem Hybrid IDC User Page Apps Network Service Code Process DB M/W Container Kubernetes Host Logs Traces Metrics Events Metadata °°"  Topologies
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Data Collection and Integration {Bonree

O Il Il f dat
ne agent collects all type ot data Bonree Out-of-the-box plugin for standardized data

10k+ agents for large scale deployment ONE Zero-coding for none-standardized data
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8+ year battle experiences in PROD

ONE-ETL

SmartAgent .o
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Bonree SmartAgent Bonree Onelntegration
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Fullstack Monitoring with SmartAgent

_-- One Agent to Rule Them All ------.
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NO.1 500+

Largest deployment: Production adoption for
10K+ Hosts leading enterprises in China

Languages support: Java, .Net, .NetCore, PHP, Python, Golang, C/C++
Automated data collection: Automatic discovery, instrumentation, covering 200+
technology stacks

Unified data model: End to End Fullstack coverage, ensuring everyone accesses a
consistent ‘Single Source of Truth’ , without the need to switch between siloed
tools and data

Future-proof scalability: Deployable on ON-Prem or SaaS$, self upgrades, flexible
configuration, on-demand orchestration, and loading

Multi-source technology stack: Preload, eBPF, Instrumention, Web Hook, etc.

Ecosystem compatibility: adhering to the open-source standard OpenTelemetry

Fastest time to observability with zero configuration.

Say goodbye to changing code, container images, scripts or deployments.
Unified agent continuously auto-adapts to your ever-changing environment.

{OBonree
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Full Automation with SmartAgent

e

/binf/sh Bonree-SmartAgent-Linux-9.5.2 sh config -a "9a0efd29-2cc1-11f0-a6¢f-029dfc1f3a41" -u "https://o  Copy Command
neupload.joinbr.com/APM" -t "java,php,go,dotnet" --set-env-id "Test" --set-inject-mode 1
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Technology Support (Out of Box)

-] Alibaba Cloud

Alibaba Cloud
Alert integration

o

CMS5 Custom Component
Access(Public Cloud)
CGMS diowd manitoring index

integrastion

IDS50K
RumnAgent

# MongoDB

MongoDB

Technical camponent metrics
integration

N

serTolematry

DpenTelemetry

Pralocol-campliant meiric
integration

B
S0 sarver
5QLServer

Technical campeaent metrics
integration

Alibaba Claud [20) Alerts {7)

&kafka

Apache Kafka
Technical component metrics
inlegralian

N REERE

Dmdb

Technical component metrics
integratian

JVM

Technical component metrics
integratian

T.\r
MySOl
MySaL

€MS daud manitoring index
integratian

IE=—
@ prometheus

Prometheus

Menilaring platform metrics and
alert access

) servicemonitor

ServiceMonitor
KES dynamic metrics callection

Agent (10) CMDB (1)
@ AP
APl Gateway

CMS cloud marnitoring index
integralian

&

SmartAgent

Docker

JDBC

JDEC
Dastabase Data Ingestian

# MongoDB

MongoDE

€M cloud manitoring index
integration

@ PEEOL

PostgreSGL

Technical campanent metrics
integratian

ot

CME eloud manitoring index
integratian

Containars {12}

¢ API

AP1-Webhaok
Push data to ONE-AR|

J‘ Exporter

Exporter

Technical companent meirics
integration

Kubernetes APl Server

Kubemeies management
companarts inlegratian

MaxComnute

M2 cloud manitaring index
intagration

[ PodManitor

FodMenitor
KES dynamic medrics callection

SNMP Trap

SNMP Trap
Alest Integratica

Dt Sapwrers {16}

HUAWEI Clawd (2] JDBC {1)

&kafka

Apache Kafka
Ged data via message queue
censumplian

= Elasticsearch

Elasticsearch

Technical companent melrics
integration

Kube Confroller Manager

Kubemetes management
comparnents integration

Mini Program SDK
Rumfgert

@ PESOL

Postgre SGQL

CME cloud menitaring index
integration

Skywalking

SkyWalking
Arcess inbegration call chainz
via message queues.

Kubarnates {11) Logs (1)

XX

SmartAgent

oeted

ETCD

Kubernetes management
companents integration

Kube Scheduler

Kuberneles management
companents integration

m NGINX

Nginx
Technial compenent melrics
integratica

& redis

Redis
Technical component melrics
integraticn

(2 Tencent Claud

Tencent Cloud
Alert intagratian

Metrics (54}

- -
I'I
Android SDK
RumAgent

<

Elastic Public IP Address

CMS daud monitaring index
integration

Kube-Kubelet
kubelet

Mginx Ingress Controller

Kubemetes plugin inlegration

WRabbith10

RabbitMQ

Technical camponent metrics
integration

il | rongreon

TongWeb
Technical camponent matics
integration

Message Queues (4]

Middle Wares (3}

A ERER

Canway ITSM
Metric integration

= Elasticsearch

Elasticsearch On K25

CMS diaud manitoring index
integratian

Kube-5State-Metrics

Kubernetes management
campenents inlegratian

Node

Mode Exporter
Kubarnebes basic manitering

&)

v

RocketMQ

Technical component metrics
integratian

@

CMS diawd manitoring index
integratian

OpenTebemetry (1)

A EER

Canway CMDE
CMDE Integration

8 puswe cove
Wit

Huzwei Cloud
Alert integration

<>
&

Lindorm

CMS cloud manitoring index
integration

il

NAS

CMS cloud manitoring index
integration

a Cluster

RedisCluster

Technical campanent metrics
integration

BE Microsoft

Windows

SrrarlAgent

SNME (T} Traces (3)

Third Party (5)

I ClickHouse

ClickHouse
Technical companent metrics
inlegratian

Holagres

CMS cloud manitaring index
integration

A

Linux xBE/EL
SmariAgent

ch

NAT Gateway

CM2 cloud manitaring index
integration

& redis

Redis

CM2 cloud manitaring index
integration

Ain
wr

Web SDK
RumAgent

Tencent Cloud (1)

{Bonree

a Corel

CoreDN5
Kubernetes plugin integration

8 s clouo
-1

Huawei Cloud Custom
Integration
Humwei Cloud CES Metric Dala

Integration

Linux ARM
SmartAgent

ORACLE

Oracle

Technical companent melrics

intagratian
lh

v

RocketMG

CME cloud monilaring index
integratian

ABBIX

Zabbix

Manitoring platiorm medrics and
aler access

‘WbHook (1}

-

CMS Custem Compaonent
Access[Apsara Stack)

CMS cloud monitaring index
intugraticn

Harmony SDK
Rumbgenl

.
AN
My S0l

MySGL
Techrical compenent metrics
integration

a

CMS claud menitaring index
integration

—=°
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Realtime Comnute Flink

CMS claud menitaring index
integration

AFRATHE
LooKeepear
Zookeeper

Techrizal compenent malrics
integration



Data Processing by ONE-TEL with

out Coding

ONE-TEL pipeline

SMARTGATE_CUSTOM ... Spiit original Meld

:

Enter data  Output data Enter data  Output Sata Erter data Enter data

@s

Output data Output data

B Date Input @ Data persing

aw @ Data parsing

- Minimum

Enter data  Priority

3 Condition Branch

.

Enter dat

Enter data

@ Add Field

Conditionsl shunt

Enter dats

(3 Outa spit

Output dats Output data Output dats

{ B Data parsing

- 1
Enter data  Priarity

&3 Condition Branch

Enler sata

& Data spit

Enler data

@ et Fiela

Outpat data

Qulput data

g
Enterdats  Priority Enter dsta Output data Entee data  Qutput data
{_EB candition Branch [0 Adt Field (@ Generate Matrics
CH——
> 1 - -
Enterdats  Priority Enter dsta Output data
{_EB condition Branch [0 Ad Field

Enter dats

[ Generate Metrics

Output dats

Enter data

Match data

OME Metric

a Data Parsing Help Document (3 = Replace Component
Basic Info Component Configuration
~ _Message
—
Split field * _Message ® v
If the configuration involves event mapping and storage in the database, it is recommended to retain
this field as the original event field
Delete original field
(®) Data example 1 Sl
{
"metric_name": "mysqld_exporter_build_info",
"points”: [
{ |
"timestamp": 1722954488595,
“value": 1
}
1
“labels™ {
"branch”: "HEAD",
“oparch™ "amdfd”
(® Add Example
Split method * JSON format ~
Field Selection * $ x ® v
The extraction results of data example 1 are as follows:
Field Name Field Value Field Type Operate

X

a Data Parsing Help Document (1

Basic Info Component Configuration
~ labels
Split field * labels

Delete original field

(®) Data example 1

"component_typeName": "k8s_pod_monitor”,

"instance”: "10.241.3.204-9104",

‘companent_name": "prometheus_remote_write_Prometheus Remote Write Data source”,
"namespace”: "Xxxxxx",
“component_builtin™ "0",

|
"event_name": "wait/synch IS0l
"br_cluster_name": "wait/s b e
"job*: "mysgl"
}

® Add Example

Split method * JSON format

Field Selection * $.br_cluster_name x  $.namespace x  $.job x

The extraction results of data example 1 are as follows:

Field Name Field Value Field Type

br_cluster_name wait/synch/mutex/innodb/dd|_autoinc_mutex String

$.component_typeName x

= Replace Component

Operate

v Delete

X

‘g Generate Metrics Help Document [

Basic Info Component Configuration

o Select A Data Fori —_— o Configure Metric Mapping

| Please Select A Mapping Method
Mapping method * Metric extension integration (not linked to CMDB)

| Metric Mapping
Metric name * metric_name
Metric value (D) *
Indicator value time (D) * i st
Report unit

Metric description

Metric type (D * metricType

= Replace Component X

exing

<

~ | Enum Mapping

Metric class * Third party®) ~ Prometheus (%) Field value category ®
| Dimension Mapping -
Field In Data Dimension ID Config Di ion N Operate
labels ® v labels v Batch dimension v - Delete




Data Ingestion & Correlation

Date Ingestion

«)

SmartAgent

Plugin

N

o
& OpenTelemetry

OTEL

Webhook

E

Logs

s

Traces

e

Metrics

-

Events

ooo
[s]e]e]
ooo

Metadata

o

User
journey

Entity Correlation

Entity

Instance ID

elationships

6 models, 147 entities, 1200+ metrics

Topology and Dependency Mapping

B Business Operations - i@_

2 User Expm_@__ﬂ‘ltuf_@‘ =

1 .

= o g

) &
el

ﬁ Application Component

o' Infrastructure

@ MNetwork Communication

e

OBonree
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Fullstack & End to End Observability {OBonree

Bonree ONE is capable of collecting observable data from frontend to backend

( i |/ T mn (@ — ) )
@ B3 L @ . e[ B E <~ &% e [
I : I o '
. User  Browser Apps . . Network . : Servicer Code Process Database Middleware Containers K8S Hosts |

APM: Code, Exception, SQL, APIs, and distributed trace between services




The Value of Bonree ONE

Enhance Efficiency Reduce Cost

All-in-One

* Single Agent
Deployment with
Comprehensive
Coverage

* Automated Discovery
and Mapping

* Automated Baselining
for Threshold

A

O

Automation

*Built-in A.l. Engine for
Smart Alert

*Built-in Expertise
Knowledge for alerting

*Integrated Dashboards
and Reports

* Automated Upgrade
Mechanisms

\gl
MTTD & MTTR

* Alert Convergence:
Prevention of Alarm
Storms

e Automatic Anomaly
Detection and Root
Cause Analysis

*Code-Level Diagnostic
Information

| =
=
High Scale

*Horizontal expansion
cluster architecture

*Supports over 10K
application host

*Fully On-Premises

*Data compliance and
secure

OBonree

80
1S

Less Tools

*End-to-End coverage:
All users, all
applications, all devices

* Full-stack coverage: All
data, all technologies,
all architectures

*Single data source vs.
Multiple tools with
scattered data sources
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Case Study
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Case Study: ICBC - Mobile App Monitoring cec  &£IBonree
ME TERT

Industrial and Commercial Bank of China (ICBC) is one of the world's top five commercial banks. It offers a wide range of financial
services, including deposits, loans and consumer credit, personal savings, issuance and agency services for securities, as well as
foreign exchange operations. Its primary customer base spans over 40 countries and regions, holding a significant position in the
global financial market.

U Issues | Bonree helps It works _

Collect a wide range of client-side

Monitor User Experience —— ; ; . :
exception logs, including crashes, lagging

v Lack of effective failure monitoring tools,
making issue diagnosis difficult.
v" High complexity and low cost-efficiency

I

I

I

I

I

I of in-house development. . Comprehensively capture performance

I Monitor Apps Performance > metrics of application services, mapped
I

I

I

v" Difficulty in reproducing user-side issues,
to 147 physical entities

leading to delays providing timely feedback.

""""""""""" - When client-reported issues occur,
Send timely Alerts —* ensuring issues are detected within one
minute

Outcome:

Streamlined the traditionally complex customer complaint handling process—from “User — Customer Service — Operations = R&D
to a direct “User = R&D" model. With user ID and trace data, developers can now quickly identify and resolve issues, reducing
communication time from days to just minutes.

n
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i
Case Study: Agricultural Bank of China (ABC) @ {Bonree
v [ % ol 4

AGRICULTURAL BANK OF CHINA

Agricultural Bank of China (ABC) is one of the top five commercial banks in China, offering a wide range of
financial services including deposits, loans, wealth management, remittances, and credit cards. Its customer base
spans both urban and rural areas nationwide.

U lssues | Bonree helps It works _

data collection across 10+ data centers in 6 regions

_____________________ : Application Performance including Shanghai, Beijing, and Guangdong.

I . .
v" The former APM platform was cost- Monitoring

prohibitive and partial coverage, resulting |
in blind spots across critical application I
delivery chain. The bank transitionedtoa |
more scalable and cost-efficient solution to |
achieve full-stack observability and improve |

operational efficiency. I
P y Analyzed high-latency APIs, methods, and SQL calls
_____________________ I Key Transaction Analysis —— to pinpoint root causes, helping DevOps teams
accelerate troubleshooting.

Corrare e Wleifes Monitored 105 key metrics, including web thread
P —— pools, and middleware components across cloud

Monitoring and on-prem environments.

Outcome:
Successfully deployed on 10 clusters across different data centers. Bonree passed all critical evaluation tests, including agent

stability, security, performance overhead, and feature functionality. Considering technical capabilities, service quality, and
commercial cost, Bonree emerged as the most balanced and optimal choice.

24



)
Case Study: Cloud QuickPass - u1)ck @Bonree
wid [A11TPass

Cloud QuickPass is a payment solution launched by China UnionPay, designed to provide users with a convenient
and secure mobile platform for cashless transactions. With over 500 million registered users, its overall business
system is composed of various services developed and delivered by multiple third-party vendors.

U Issues | Bonree helps It works _

Fullstack Monitoring , Continuous 24/7 monitoring of application

v Cloud QuickPass lacks code-level .
performance for the QuickPass app.

performance monitoring for outsourced
systems, making it hard to identify
optimization issues and complicating
project acceptance.

|
|
|
|
|
: Help improve evaluation efficiency for
: v As the system grows more complex, it

|

|

|

|

Application Health Scoring ——— :
outsourced systems by scoring.
becomes difficult to trace issues and
assign responsibility when failures occur,
leaving teams without effective tools for

: Enabling minute-level alerts, with precise
code improvement.

Ui Dienelin [SelEite identification of issue responsibility.

Outcome:

By leveraging Bonree ONE's rich set of IT monitoring metrics and intelligent alerting system, MTTR was reduced from hours to
minutes. A multi-metric application scoring system also shortened the average MTTI time for outsourced projects from days to
hours, while providing a fair and objective basis for identifying responsible parties and guiding code optimization.

25






Data Collection Flow OBonree

“'..' = o
O - & >

Cloud Provider

Bonree SmartGate Bonree SmartGate

9 as Synthetic Client

Pulling Data

Database

QN ==[ i 1
Bonree eBPF °D ” .. )
o

SmartAgent . .
Bonree SmartGate .

HTTP:28896 1

Bonree ONE SaaS
(AWS@MY)

|

i @ ios

Bonree Mobile SDK

Bonree Plugin Prometheus Exporter
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