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and Challenges
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The Fortra Portfolio

Infrastructure Protection & Data Security

Data Protection
▸ Data Classification
▸ Digital Rights Management
▸ Endpoint DLP

Vulnerability Management
▸ Vulnerability Management
▸ Web Application Scanning
▸ Application Security Testing

Offensive Security
▸ Automated Pen Testing
▸ Adversary Simulations
▸ Red Team Operations

Digital Risk Protection
▸ Account Takeover Protection
▸ Social Media Protection

Email Security
▸ Brand Protection
▸ BEC
▸ Secure Email Gateway

Secure File Transfer
▸ Managed File Transfer
▸ EDI
▸ File Acceleration 

Intelligence & Automation

Automation
▸ Robotic Process Automation 
▸ Workload Automation 
▸ Automated Remediation

Threat Research
& Intelligence

Centralized Analytics
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Presenter
Presentation Notes
We are part of Fortra. If you’re not familiar with Fortra, here is a high-level view of the portfolio.
The top two rows are our Infrastructure Protection and Data Security solutions. 
PhishLabs is part of the DRP and Email Security categories. 
HS has built up a comprehensive portfolio that also includes solutions like Agari, Digital Defense, Digital Guardian, Core Security, Cobalt Strike and many others.
Our vision is to support all of these solutions with a centralized platform providing threat intelligence, automation, and centralized analytics. 
If you would like to learn about other capabilities beyond PL and what we’re covering today, let me know and I can line up those discussions.



The 2023 Gone Phishing Tournament:
Results and Recommendations
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Co-sponsored by
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2023 Gone Phishing Tournament (GPT) Summary

The Gone Phishing TournamentTM (GPT) is a free annual cyber security training event that 
helps organizations strengthen security awareness with accurate phishing benchmarking 
data. 

The insights generated empower security leaders to better understand high-risk areas, 
compare phishing performance to their peers, and establish data-driven awareness goals

Methodology, simulation details, and a record-setting global reach

Participating global end users, as 
10% YoY increase from a record-
setting 2022.

Participating organizations, 
setting another GPT 
participation record

>27531
Number of languages the 
2023 template was made 
available in, the most ever 
for the GPT

1.37M

Presenter
Presentation Notes
Talking points:

Other organizations base global phishing benchmarking data on multiple simulations that target various end user behaviors over the course of a long period (6-12 months typically). The GPT simulation takes place over the same period for all participants and target the same end user behaviors in every simulation, which delivers a true apples-to-apples benchmarking comparison.
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Overall Results

• 10.4% of all simulation email 
recipients clicked the phishing link 
(a 3.4 percentage point increase 
compared to the 2022 event)

• 6.5% of all recipients submitted 
their password in the form 
embedded in the simulation 
webpage (3.5 percentage point 
increase)

• 62.3% of simulation clickers 
compromised their credentials 
during the simulation 
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Overall Results

Had this been a real-world phishing attack …

• Cyber criminals would have collected nearly 
90,000 passwords that secure business 
accounts

• This data could have been used for:
• Account Takeovers (ATO)

• Business Email Compromise (BEC)
• Credential stuffing
• Many other malicious activities
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Results by region (%)
• South/Latin America performed the 

best of all participating regions (7.8% 
click rate, 3.9% password submission 
rate)

• The Asia & Pacific region finished 
with the highest click rate (14.9%) 
and password submission rate (9.2%)

• North America posted the highest 
clicker-to-password-submission rate 
(over 65%)

Presenter
Presentation Notes
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What is Digital Risk Protection (DRP)?

DRP is an operational process that combines 
intelligence, detection, and response to mitigate attacks 

across the external digital risk landscape.

Presenter
Presentation Notes
DRP Definition
So what does this mean?

DRP provides timely intelligence for threat detection and response
Its operational, and has evolved to address threats happening right now 
Threats are external to your organization

Transition: 
I suspect a lot of people in the audience for this will have the mindset that cybersecurity is protecting what’s inside your network. You’re protecting the data within your walls - inwardly-focused.
That’s great, but when you think about DRP, what we’re really talking about are the threats that aren’t inside your network. They are outside of the areas you have direct control over.
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What is Digital Risk Protection?

Surface Web

Enterprise Network

Dark Web

Deep Web
Social Media

App Stores

Presenter
Presentation Notes
IT security – you think of your infrastructure, servers, desktops, cloud resources you manage, etc.
DRP is about responding to real world attacks that are happening outside your infrastructure - places out on the open web, social media, app stores, dark web, deep web. (everywhere else)
This is not infrastructure that you control or operate. 
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Common Threat Vectors    

BEC

Fake social profiles

Look-alike domains

Website traffic redirection

Unauthorized mobile apps

Executive impersonation

Stolen credentials

Phishing sites

Leaked data
Crimeware

Social spoofing

False brand association
Dark web

Banking trojans

Vishing/SMiShing

Brand infringement

Invoice scams
Malicious emails
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• Credential Theft Phishing 
• Vishing 
• Spear Phishing
• Mishing

• Lookalike or Imposter Domains
• Social Media Threats
• Mobile Application Clones
• Counterfeiting 
• Leaked Credentials 
• Stolen Credentials for Sale

Digital Risk Protection : Common Threat Vectors

Presenter
Presentation Notes
As a security professional you need to think of all these different threat vectors that represent digitial risk. Let’s take a look at the four main threat vectors with some examples. 
I also want to provide you with some tricks, tools and techniques to research and mitigate these threats and do some discovery around these threat vectors, which is the first step to addressing digital risk
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Credential Theft Phishing 

http://update-s71-netflix2.com/https://www.oldsunknits.com/
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Stolen Credentials for Sale 

Vendor list and customer account numbers for sale

Dark Web Marketplace
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Credential Theft Phishing - Useful Discovery Tools

• https://github.com/mitchellkrogza/Phishing.Database

• Phishtank: https://phishtank.org/

• Openphish: https://openphish.com/

• URLScan: https://urlscan.io/search

hXXp://ayrus707.github.io/Netflix-
Clone.github.io

hXXps://telegramsoft.cn/

hXXp://nextmediaa.online/walmart

Presenter
Presentation Notes
Phishing Database, Phishtank.org and openphish.com provide excellent places to search for suspect urls that you may think are active phishing sites. 

Urlscan.io is a free website to scan and analyze URLs. It will give you information on which urls are malicious, which are original and provide a lot of details including screenshots.


https://github.com/mitchellkrogza/Phishing.Database
https://openphish.com/
http://ayrus707.github.io/Netflix-Clone.github.io
http://ayrus707.github.io/Netflix-Clone.github.io
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Helpful (free) URL, IP and Domain Analysis Tools 

• Domain Dossier - WHOIS

• https://www.archive.org – Historical Screenshots

• https://wheregoes.com/ - Redirect Tracer

• User Agent Switcher / VPN - For detection evasion.

• Open Multiple URLs browser plugin.

Presenter
Presentation Notes
Some other free tools that are like are 
Domain Dossier; this tool provides you with a complete whois record, network who record, tracerouting etc. great tool to have for IP or domain analysis
Archive.org provides you with a huge database of historical screenshots. So for example you can search for 
The User-Agent Switcher for Chrome extension, you can quickly and easily switch between user-agent strings. Also, you can set up specific URLs that you want to spoof every time. 
"Open Multiple URLs" extension takes a list of web pages in plain-text format and opens them all in new tabs. 


https://www.archive.org/
https://wheregoes.com/
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Imposter Domains   

Presenter
Presentation Notes
Let’s now look at imposter domains or domain impersonation. Domain impersonation is very common phishing tactic and is designed to make a victim think they are going to a legitimate domain. 
It involves attackers creating what look like legitimate domains by making very Suttle changes to keywords in the domain. As an example (talk about example above)

On average we have seen 10 look-alike domains surface every month that are completely new…




18

Domain Registration Data  

New Domain Sources:
▸Registry Zone Files
▸SSL Certs
▸DNS Queries
▸ISACs Free applications that can be used 

to discover look alike domains.

Presenter
Presentation Notes
So how do you tackle this issue 
If you have any doubts about a particular domain, first think about doing a search for that domain through some sort of domain registrar or tools. 
DNSlytics allows you to find out everything about a domain, including IP address and provider as well as historical data.
DNSTwister is a great app that can be used to discover look alike domains. Simply put in your domain name 
When you get information about a domain, check its registry zone files and SSL certs, have they expired? When were they created? Run DNS queries using look-alike variations of legitimate domains to see if a variation exists.
Forge relationships with your local Top Level Domain information Sharing Analysis Centre (ISACs)
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Social Media Impersonations… or unauthorised affiliations

Presenter
Presentation Notes
Two things to look out for on Social Media 
Executive or Brand impersonations: this is when the social media page of your brand or your top execs is impersonated. This can be quite a problem. Imagine an impersonation of your CEO on FB where the attacker then sends out a market sensitive comment.
Unauthorised brand affiliates: when affiliates bid on a brand’s trademarked terms in search engine advertising with the intent of driving traffic to their own websites and earning commissions. This harms the brands reputation and revenue
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Social Search Tactics 

• In-platform searching (brand, keyword, person)

• Search engine “site” searching

• https://www.social-searcher.com/

• https://awario.com/

• http://sydex.net/ (Executive Impersonations)

Presenter
Presentation Notes
Start with basics: continue to do searches on popular platforms for your brands; both on platforms where you have a presence and more importantly on the ones you don’t, as chances are you are not monitoring them.

Search engines like Social Searcher and Awario are great places to look for any social media reference searches
And then finally, sydex is a site that allows you to do executive impersonation searches. However this is mainly for US market


https://www.social-searcher.com/
http://sydex.net/
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Rogue Application Clones 
Apk Versions available: 13.13.1, 13.7.1, 13.4.6, 13.4.5, 13.1.2, 13.1.0, 
13.0.5, 12.2.5, 12.2.2, 11.2.1, 11.0.3

13.19.7 June 3, 2019

13.13.1 February 22, 2019

13.7.1 August 19, 2018

13.4.6 July 7, 2018

13.4.5 May 12, 2018

13.1.2 March 2, 2018

13.1.0 January 16, 2018

13.0.5 November 9, 2017

12.2.5 March 4, 2017

12.2.2 February 15, 2017

11.2.1 April 7, 2016

11.0.3 December 2, 2015

DOWNLOAD APK

State Capital Credit Mobile apk

Updated on
June 2, 2019

App Version
13.4.6

Apks > Industry > State Capital Credit Mobile

This apk is safe to download from this mirror and free of any virus
Check Previous Versions

S C C
State 

Capital Credit

Concerns:

Older versions available for download
Cloned Applications

Previous Versions
Unwanted Applications/Ads

Presenter
Presentation Notes
Another one to definitely watch out for are rogue applications on third party app stores or market places. Specifically the ones we find on the dark web, which usually have the look and feel of genuine apps but are obfuscated in malware. 
One more thing worth considering is the availability of older versions of apps to download. Now the thing about this is that even though the apps may be genuine, they usually are a vulnerable version of the latest app. So what this means is that they can be exploited because of their vulnerability.
One last thing to consider is the permissions the apps request when you download and install them. Why would a child’s song app for instance, need access to the camera or mic? Pay very close attention to these details.
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Mobile Apps Search Tactics

1.

2.

3.

Presenter
Presentation Notes
The easiest way for organisations to keep on top this is just to do simple search engine searches for their apps. 
Use Google dorking to be specific when looking for just .apk files. 
See where your search leads you. Did you allow your app to be published on this marketplace? If possible, safely download and analyze it.
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Search Engine Operators    

● Dorking/Hacking

● Site Searching

○ site:targetsite.com <keyword>

● URL Searching

○ inurl:<keyword/brand>    

● Open / Surface Web

Presenter
Presentation Notes
Google hacking involves using operators in the Google search engine to locate specific sections of text on websites that are evidence of vulnerabilities, for example specific versions of vulnerable Web applications. A search query with intitle:admbook intitle:Fversion filetype:php would locate PHP web pages with the strings "admbook" and "Fversion" in their titles, indicating that the PHP based guestbook Admbook is used, an application with a known code injection vulnerability.
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About Keywords      

hXXps://a-thiele.eu/postnord/nord/nord/login/account.php

Types of Keywords 

● Brand   

● Person/Individual.    

● Threat.  

● Industry  

● Combinations  

Presenter
Presentation Notes
I would like to do a special mention to Keywords. They are probably the simplest attack methods the attackers have and yet sometimes the most effective. Even if a url looks safe, play close attention to the words you are about to click. Again, use tools like openphish to analyse these sites if in doubt.
There are many different kinds of keywords to look for, based on brands, people, even specific to industry or a combination of the above
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Common Challenges

Slow, costly
and often

unsuccessful.

Underestimated
TCO:  time, staff, 

and budget.

Volume of 
data is 

overwhelming.

Insufficient 
intelligence across
digital channels.

Lack of
Visibility

Ineffective
Mitigation

Too Much
Noise

Limited
Resources

Presenter
Presentation Notes
​So if there is one thing that we’ve learnt from the previous 13 slides, it is this; Keeping on top of external threats is extremely cumbersome, manual and error prone, even if you have access to some of the best free online tools or even paid tools 
Remember one thing, no matter how hard it is to do discovery , there is still lack of visibility as more often than not, you are getting just a small picture of what is out there. And remember, all you have done is Discovery. You still need to analyse the data you have and try to mitigate the threats. Those are much much harder.

When we talk to organizations about what’s keeping them from addressing these problems on their own, it generally boils down to these 4 things.
First, they often don’t have the collection and visibility necessary to more proactively find these threats. 
If they do have that visibility, these digital channels tend to be very noisy. Mining that data for brand and keyword mentions ends up creating an unmanageable haystack. 
When they do find threats, the mitigation process is a significant burden particularly when it comes to getting threats taken down. 
And of course, everyone has limitations when it comes to how many resources they can throw at this. It’s very easy to underestimate the workloads and overall costs. What organizations tend to do in that situation is get to what they can get to and ignore the rest.




Building a Successful DRP Program

Curation
Reduce Noise,
Find Threats

Mitigation
Effective Mitigation

Collection
Gain Visibility
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Presenter
Presentation Notes
The PhishLabs platform provides the collection, curation, and mitigation capabilities needed to overcome these challenges.
It collects and continuously monitors across open, deep, dark, and social sources. It consumes hundreds of public, private, and client feeds. And it leverages advanced crawling and anti-evasion technologies to deliver visibility at scale.
It uses proprietary algorithms tailored to client needs to reduce noise and find potential threats. Our experts assess these threats, eliminate false positives, and enrich threats with context.  
Mitigation is rapid and complete with the platform leveraging killswitches, fast lanes, and our extensive takedown network. It also has browser-blocking and API integrations, and an intuitive web app.
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Collection         

Centers of 
Excellence

Threat-Specific Sourcing

Unique Collection Technology and Techniques

Web
Open, Dark, Deep,

App Stores

Social Media
Social Networks, Paste 
Sites, Gripe Sites, Blogs

300+ Data Feeds
URLs, Passive DNS, SSL 
Certs, Email and SMS 

Spam, Malware

Client Feeds
3rd party feeds, Referrer 

Logs, Abuse Reports, Web 
Beacon

Parsing
Automated data ingestion

Crawling
Automated crawlers

Anti-Evasion
Auto + analyst techniques 

to collect content

Pivoting
Auto + analyst methods 
for hunting related intel

Presenter
Presentation Notes
Let’s take that a step further. Our collection is driven by the types of threats and our centers of excellence.
We cover the open, dark, and deep web. We cover social media. We pull in hundreds of data feeds. And you can bring your own intelligence. We can consume intel feeds you might have, take advantage of referrer logs, abuse reports, and even deploy technologies like our web beacon.
All of this sourcing has come from a threat-centric approach. We aren’t just collecting a bunch of web data and indicators. Our centers of excellence drive all of our collection efforts towards how the threats themselves work. Nobody out there has perfect visibility, but we are constantly asking ourselves “what else would help us detect this kind of threat” and constantly adding new sources. 
Our centers of excellence have also led to an array of threat-specific collection technologies and techniques. When you are optimizing for specific threats, you quickly find opportunities to parse and crawl in ways that lead to better detection. 
This comes into play a lot with the measures threat actors often take to prevent detection. These measures are always specific to the threat. For example, some phishing sites will check any number of browser attributes and telemetry – even gyroscope data – of visitors prior to presenting phishing content. 
The depth of focus on these threats that our centers of excellence brings has led us to develop a host of novel technologies and techniques in our platform that give us exceptional threat visibility.
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Curation         

Centers of 
Excellence

Unique Technology and Analysis for Each Threat Type 

Collected
Data

Target
References

Machine-
Analyzed Results

Curated
Incidents

Relevancy 
Algorithms

Automated
Analysis

Expert handling
Processes

Mitigation &
Monitoring

Presenter
Presentation Notes
Collected data needs to be analyzed and enriched before you can do much with it. The stronger collection is, the more data there is to sift through in order to find real threats. 
That’s where our curation comes in. As with collection, curation is threat-specific with a concentration of unique technology and analysis based on the type of threat. 
Collected data goes through a multi-stage, threat-specific process driven by our Centers of Excellence.
We mine our data using algorithms to find what’s relevant to our clients. This data is analyzed using an array of threat-specific automated logic. 
Those machine-analyzed results are then taken through threat-specific handling processes by analysts that specialize in that type of threat. 
Analyzing a potential phishing site is very different than analyzing a potential executive threat on social media. An analyst that’s trying to do both and more simply isn’t going to be as effective. That’s why we specialize.
Our specialists bring more context to bear and make more accurate decisions. Without a centers of excellence approach to this, more of that burden is placed on your team. 




Mitigation         

Centers of 
Excellence

Mitigation Network

Feeds and API integrations

APIs SIEMs TIP/SOAR FWs, IDPS, etc. S&T

Killswitch
Integrations

Takedown 
APIs

Strategic
Relationships

Browser-
blocking

DMCA 
Takedowns

Speed of take down for fraudulent sites is amazing
- Security Executive at Large Financial Institution“
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Presenter
Presentation Notes
Curation drives mitigation and our centers of excellence deliver the most comprehensive and effective mitigation in the industry.
Mitigation is not only threat-specific, its also varies greatly depending on the infrastructure or the platform the threat lives on. 
Over the years we’ve invested heavily building out a global mitigation network. We aren’t just firing off emails or filling out abuse forms. We have: 
Fully automated killswitches – when our analysts determine it’s a threat, we have a direct integration into the relevant provider’s infrastructure that automatically takes it down. 
Takedown APIs – we determine something is a threat and it automatically goes to the front of the providers internal ticketing or workflow systems. 
There are infrastructure and platforms that aren’t able to support that degree of integration, for those we invest a lot in strategic relationships that expedite our requests and give them priority.
Fundamental to all this is the fidelity of our curation process and the scale at which we’re operating. Providers trust what we send them and the volume gives them strong incentives to partner with us.
The fidelity of our data also makes it high value for feed and API integration into our client’s internal security controls. We have threat-specific APIs and integrations with SIEMs, TIP/SOAR, and firewalls to enrich those tools. 
It also plays a role in the simulations and training we deliver to client users, helping to mitigate threats at the human layer.





The Phishlabs Platform

Curation MitigationCollection

Brand Protection

Account Takeover Protection

Data Leak Protection

Social Media Protection

Suspicious Email Analysis

Security Awareness Training

Threat-Specific Technology 
and Operations

CENTERS OF EXCELLENCE
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Presenter
Presentation Notes
Talking Points:

What really sets PhishLabs apart is that we have built centers of excellence with a critical mass of technology and operations focused on specific types of threats.
Today, we have CoEs for [list]
The reason we’ve taken this approach is that when you partner with clients to the degree that we do, it becomes obvious that different threats demand different approaches. 
For example, look-alike domains and social media threats are two very different problems. There is a big gap between how you tackle one compared to the other. 
Trying to tackle both using the same tech and operations stack ends up with your team having to fill that gap and leads to these threats having a greater impact.
With PhishLabs, our centers of excellence fill that gap and deliver a more complete, effective solution.
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Services

Protects Brands and Customers Protects Employees

Cred Theft Phishing ✓

Open Web ✓

Mobile App Stores ✓

Crimeware ✓

Social - Cyber ✓

Social - Source Code ✓

Social - Executive ✓ ✓

Social - Physical ✓ ✓

Domains ✓ ✓

Dark Web ✓ ✓

Suspicious Email Analysis ✓

MSOAR ✓
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Questions.
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